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TRUSTWORTHY Al FOR CYBERSECURITY REINFORCEMENT
AND SYSTEM RESILIENCE

An Ecosystem of next generation Al-based services for
critical system robustness, resilience, and appropriate response
in the face of advanced and Al-powered cyberattacks.

Al4CYBER Ecosystem

cederted Deseehon of thrests AI4FIDS - Federated Detection of
threats
Al4VULN f"‘,'dTR'A,GE A high-performance and accuracy detection solution for
Code testing — Advanced and Al-powered attacks detection in distributed
\ , Al4SIM environments where privacy of data processed by detec-
Al4FIX yad Threat simulation tion agents need to be kept.

Vulnerability fixing -

Al-Driven Smart
R?Jﬁﬁ% a.[;::rc.;];:i: Al4CTI AI4TRIAGE - Incident triage
anTestill-:;lH TN > Cber Threat mtelligence  Al-based root cause analysis and alert triage to prioritize
improvement events to focus on the response.
Tr:tr::tarrzllljm Self—H(;aling
TRUST4AI T Mo AlI4SIM - Threat simulation
Trustworthiness of Al <@ ~— Al4SOAR An Advanced cyberattacks simulation solution capable to
Ao o simulate advanced and Al-powered attacks against IT, OT
\ and loT systems depending on the customer needs.
Al4COLLAB / \
Information sharing AI4ADAPT

e colsboration AI4DECEIVE Long term adaptation AI4CTI - Cyber Threat Intelligence im-
Deception and honeypots provem ent
,;\_g advalnce?ll solutio?cgrl;r)at ofc];ers latest Aclj-p%wered Cybler
_ g reat Intelligence to detection and threat simula-
AI4VULN - Code testlng tion tools for raising their efficiency.

Open-source solution to automatic identification and veri-
fication of wvulnerabilities in the code applying symbolic
execution and the use of Al.

AI4SOAR - Security Orchestration, Auto-

mation and Response

AI4FIX - VUIner,a,blh,t,y flxm_g . Al-powered SOAR to deploy multiple security controls at
Open-source vulnerability fixing solution supporting Java, different layers of the system.

bringing automatic unit testing of proposed fixes, which

enables to fix faster and earlier in the SecDevOps cycle.

AI4ADAPT - Long term adaptation

TRUST4AI - Trustworthiness of Al Al-based service that enriches the AI450AR with long-term

L S o R reeiee el el el i response based on self-learning the system status and the
trustwofthinges! of Al systems. g efficiency of the security controls deployed.

AI4COLLAB -Information sharing AI4DECEIVE - Deception and honeypots

Automatic sharing of anonymized incident information. The intelligent deception mechanisms that will enrich the
response of the AI4SOAR.

Team Sectors

tecnata E@s  TT:/ |
IR :K CaixaBank Banking

M Minds THALES

=\ SEARCH-LAB
%Q% SECURITY EVALUATION ANALYSIS e pDM

AND RESEARCH LABORATORY
VA

Energy

SO O | ALENTESG cenThaL Health
mortimage FRONTENDART |

J

Stay Updated
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company/ai4cyber
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