AI 4 FI D S An Al-based Federated Intrusion Detection System

AI4FIDS is a modular intrusion detection system designed to detect cyberattacks across
network, host, and log data using federated learning. It enables multiple distributed

clients to collaboratively train detection models without sharing raw data, preserving
privacy. Al4FIDS supports the analysis of diverse data types, including system logs,
operational metrics, network flows, and visual traffic representations, and detects threats
against application-layer protocols such as KNX and OCPP.

The AI4FIDS solution provides multiple benefits: Privacy-Preserving Threat Detection;

@@ Multimodal Intrusion Detection; Enhanced Detection Accuracy and Resilience; Support
Nl for Industrial Network Protocols; Robustness Against Adversarial and Model Poisoning
W Attacks; Scalability and Flexibility; Scalability and Flexibility; User-Friendly Federated

Training Interface; Open and Extensible Design; Optimized for Heterogeneous
Environments
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Al4FIDS is a high-performance solution designed to detect a broad spectrum of attacks across
netwaork, host, and log data.

Its core feature is federated learning, allowing multiple clients to collaboratively train an intrusion detection
model without sharing their raw data. The system also supports intrusion detection for application-level
communication protocols, including, among others, KNX and OCPP. Furthermaore, Al4FIDS integrates advanced
mechanisms into the training process to address client data heterogeneity and defend against adversarial
threats, ensuring the robustness of the resulting models in both data distribution and adversarial resilience.

Al4FIDS AlAFIDS AI4FIDS is partially available as open source. While the
TAFIDS solution is still at the prototype stage, the final AI4FIDS
tool is expected to adopt a dual licensing model.
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