Al4FIX

Potential vulnerability fixing solution supporting Java, bringing automatic unit testing and

proposing fixes to improve robustness, which enables to shift the fixing of the vulnerability
much earlier in the software development flow, which in turn saves development time and
reworks.

@ Al4FIX enables to shift the fixing of the vulnerability much earlier in the software
@ Y @ development flow, which in turn saves development time and reworks. The tool

can be used with online and offline large language models and it is able to
W generate tests to improve code coverage.
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Al4FIX is a state-of-the-art tool that brings artificial intelligence into the heart of software
maintenance by automating robustness-related bug fixing in source code. Designed as part of the
AlI4ACYBER framewaork, Al4FIX leverages cutting-edge Large Language Maodels (LLMs), such as
GPT-4, and a carefully engineered program analysis pipeline to identify, suggest, and verify

patches for software vulnerabilities and design flaws.
Unlike generic code assistants, AI4FIX operates within a controlled framework that emphasizes reliability,

repeatability, and transparency. It enables both full automation and human-in-the-loop workflows, allowing
organizations to streamline software quality assurance while retaining control over the decision-making process.
Users benefit from Al4FIX's integration capabilities (e.g., as a VSCode plugin or Docker-based microservice) and its
adaptability to different programming environments through configurable prompts and model selection.
Technically, AI4FIX combines static analysis, software evolution data mining, and Al-enhanced code
transformation to achieve a robust automatic program repair (APR) workflow. By combining traditional symbalic
analysis with LLM-powered synthesis and domain-specific prompts, Al4FIX delivers not just fixes, but meaningful
transformations that improve long-term code health. Whether deployed in a secure enterprise CI/CD pipeline or
used by individual developers as a smart assistant, Al4FIX stands out by offering scalable, explainable, and
effective Al-driven code repair—paving the way for resilient software systems in the Al era.

Open source: https://github.com/ai4cyber-
slab/ai4fix/tree/dev
Al4FIX
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